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Management of Physical and Network Infrastructure
Some of these issues must be dealt with in an organizational policy. Some of them are subject to good leadership and management in the organization. The consequences of bad luck can wreak havoc in a network if the physical security is not sufficiently prepared. 

Here are some ways to manage physical threats: 

1.  Hardware threat management  

2. Environmental threat management

3. Electrical threat management

4. Mechanical threat management 

Hardware threat management
Locks the wiring closet and only allow access to authorized personnel. Block access through any dropped ceiling, raised floor, window, or point of entry other than the secured access point. Use electronic access control, and log all entry attempts. Monitor facilities with security cameras. 

Environmental threat management
Create a proper operating environment through temperature control, humidity control, positive airflow, remote environmental alarming, and recording and monitoring. 

Electrical threat management
Limit electrical supply problems by installing UPS systems and generator sets, following a preventative maintenance plan, installing redundant power supplies, and performing remote alarming and monitoring.
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